NucTpykuus ais o0yqaromuxcs no odecnedyeHn0 HHPOPMAMOHHOMH 0€30aCHOCTH NPH
HCI0JIb30BaHNU ceTH « AHTepHeT» ISl pa3MelleHHsl B y4eOHbIX KaOHHeTaX, B KOTOPbIX
ocyliecTBJseTCs: A0CTyN B ceTh «MHTEepHeT»

C KaxJpIM T0JIOM MOJIOZCKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJIBHUKH OJTHU U3
CaMbIX AaKTUBHBIX IOJb30BaTened Pynera. Mexay TeM, NOMUMO OrPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECET U MpoOeMbl. DTa MaMsATKa J0JDKHA MOMOYb Tebe 0e30MacHo
HaXOJUTHCSI B CETH.

KomnbrotrepHbie BUpYyChI

KoMmmnbloTepHblii  BUpYyC - 3TO  pPa3HOBUJHOCTh  KOMIBIOTEPHBIX  MPOTpamw,
OTJIMYUTEIILHOW OCOOEHHOCTBIO KOTOPOW SIBISIETCA CHOCOOHOCTh K pa3sMHOXKeHHI0. B
JIOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTHb WJIM MOJHOCTHIO YHUYTOXUTH BCE (Dailyibl u
JaHHbIE, MOJKOHTPOJbHBIE IOJIb30BATENI0, OT UMEHU KOTOPOro Oblja 3alylleHa 3apakKeHHas
IporpaMma, a TaKKe MOBPEAUTh WIM J1aKe YHUYTOXKUTh ONEPALMOHHYIO CHCTEMY CO BCEMU
¢aitnamu B 1esaoM. B GobIIMHCTBE CllydaeB pacnpoOCTPAaHSIIOTCS BUPYChI Uepe3 UHTEPHET.

MeTo1bl 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Ucnonb3yid COBpEMEHHBIE OMEPAIMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIH YPOBEHB
3aIIUTHI OT BPEJOHOCHBIX POTPAMM;

2. IlocrossHHO ycTaHaBnuBail mayTu (IU(POBBIE 3aIIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIUBAIOTCS C IIEJIbI0 JOpPA0OTKHM TPOTpaMMbl) H JpyrHe OOHOBJICHHS CBOCH
omnepanroHHON cucteMbl. CkaunBail UX TOJIbKO ¢ oduInanpHOro caita pazpadorunka OC. Ecnu
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIICHUS, BKIIIOUYH €T0;

3. PaboTaif Ha cBOeM KOMIIBIOTEpE MOJ IpaBaMH MOJIb30BATENs, a HE aMUHUCTPATOPA.
OTO HEe MO3BOJHUT OOJIBIIUHCTBY BPEJOHOCHBIX MPOTrpaMM HHCTAJUIMPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMIIBIOTEPE;

4. Ucnonp3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI U3BECTHBIX ITPOU3BOIUTENCH, C
aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuyp GPU3NUECKU JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Mcnonp3yii BHELTHUE HOCUTENU MHPOpPMAIIMK, TaKhe Kak (hiemika, AUCK Wi (aiin u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTKpbIBail KOMIBIOTEpHbIE (aiiibl, MOJYYEHHbIE M3 HEHAJEKHBIX MCTOUYHUKOB.
Haxe Te ¢ailsipl, KOTOpble MPUCIaT TBOM 3HAKOMBIN. Jlydiie yTouyHHM y HEro, OTHPaBIsUI JIU OH
Tebe ux.

Ceru WI-FI



Wi-Fi - 310 He BUJ mepeiaun JaHHBIX, HE TEXHOJIOTHUS, a BCETO JIMIIb OpeHa, Mapka. Eie
B 1991 rony muzaepmaniackas kommanusi 3apeructpuponana Oopena "WECA", uyto 0603Havao
cinoBocouetanue "Wireless Fidelity", koTopslii mepeBouTCs Kak "OeCpoBOIHAS TOUHOCTH'".

Jlo Hamero BpemMeHM Jouuia japyras abOpeBuarypa, KOTopas SIBISETCS TaKOM ke
TexHosorueil. 1o abopeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHAAPT
BhICIIEH 3BykoBoOM TexHuku Hi-Fi, uro B mepeBoze o3HayaeT "BhICOKAs TOUHOCTH'.

Ha, OecrutaTHBIH MHTEPHET-IOCTYI B Kade, OTENsIX M adpoNopTax SBISETCS OTIMYHOM
BO3MO’KHOCTBIO BBIXOJ/Ia B HHTEpHET. HO MHOTHE AKCIIEPTHI CYUTAIOT, YTO 00meA0CTyHbIe Wi-
Fi cetu He sBisitoTCsa O0€30M1aCHBIMU.

CoBeTbl 110 0€30MaCHOCTH pabOThI B 00MIeIOCTYMHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuunHyio uHbopmaiuio depe3 odOmenoctynueie Wi-Fi cern.
PaboTas B HUX, )KeTaTeIbHO HE BBOAUTH ITAPOJIH JOCTYIA, JJOTHHBI U KaKue - TO HOMepa,

2. Ucnonb3yit 1 0OHOBISN aHTHUBUPYCHBIE NMPOrpaMMbl U OpaHaMayep. Tem caMbIM Tbl
obe3omacuirb cedst OT 3aKauKH BUPYCa Ha TBOE YCTPONCTBO;

3. Ilpu wucnons3oBanun Wi-Fi otkmoun ¢ynkuuio "OO6muil noctyn k ¢aitnam u
npuHtepam". JlanHas (yHKIuS 3aKpbITa MO YMOJYAHHUIO, OJHAKO HEKOTOpBIE IMOJIb30BATENN
aKTUBUPYIOT €€ JUIsl y100CTBa MCTOJIb30BaHus B paboTe min yuebe;

4. He ucnone3yit myommunbii WI-FI mist mepegaum MUYHBIX JaHHBIX, HApUMeEp IS
BBIXOJIa B COI[MAJIbHBIE CETU WJIM B IEKTPOHHYIO MIOUTY;

5. Wcnonw3y#t Tonpko 3amuineHHoe coeauHenue yepe3 HTTPS, a e HTTP, T.e. npu
Habope BebO-ampeca BBOAM UMeHHO "https://";

6. B wmoOmmsHOM Tenedore otkiaroun  pynknmio "Toakmrouenune k- Wi-Fi
aBTomaruuecku". He pomyckait aBTOMaTHYECKOTO MOAKIIOUEHUS yCTpoicTBa K ceTsim Wi-Fi 6e3
TBOETO COTJIACHS.

ConuajJbHbIe CeTH

ConuanbHble CeTH aKTHBHO BXOJST B HAIly XU3Hb, MHOTHE JIOAM PabOTArOT U JKUBYT
TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUIUTMAPA YEIOBEK, YTO SIBISETCS OJHOU
CeIbMOM BCEX JKHUTENeH IiaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO WH(popMalus,
pa3MelieHHasl UMU B COIIMANIbHBIX CETSAX, MOXKET ObITh HalJIeHa U MCIIOJIb30BaHa KEM YTOJHO, B
TOM 4YHCJIe He 0053aTeNbHO ¢ OIaruMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI IO OE30MTACHOCTH B COLUANIBHBIX CETSX:

1. Orpanuup cmucok Apy3ei. Y TeOsa B Jpy3bsX HE JOJDKHO OBITh CIyd4aWHBIX U

HC3HAaKOMBIX JIIO,Hef/'I;



2. 3ammmiail cBOIO 4YacTHYIO kH3Hb. He ykaspiBail mapoisin, TenedoHsl, anpeca, Aary
TBOETO POXKJICHHS W JPYTyI0 JHUYHYI0 WH(POpMANWio. 3J0yMBIIUIEHHUKA MOTYT HCIIOJIb30BaTh
nake HH(HOPMAIIHIO O TOM, KaK ThI U TBOM POJIUTENH TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amminaii CBOIO PermyTaIuio - JIePKHU €€ B YUCTOTE U 3a7aBail cebe BOMpOC: XOTel Obl
ThI, YTOOBI JAPYrUe MOJTH30BATEIIA BUACIH, YTO ThI 3arpyxkaemisb? [logymai, mpexiae 4eM 4To-To
OTyOJIMKOBATh, HAMKCATDH U 3arPy3UTh;

4. Ecnu Tbl rOBOPUIIb C JHOAbMH, KOTOPHIX HE 3HACIlb, HE UCIOJIb3Yl CBOE PEATILHOE UMS
U IPYTYIO JINYHYIO HH()OPMAIIUU: UMSI, MECTO KUTEIIbCTBA, MECTO y4eObl U MPOUEE;

5. U36eraii pazmenienust pororpaduii B UHTEepHETE, T/1e ThI U300pa’KeH HAa MECTHOCTH,
10 KOTOPOH MOYKHO OIPEJEIUTh TBOE MECTOTIOJIOKEHUE;

6. Ilpu perucrpanuu B COLMAIBLHOW CETH HEOOXOJUMO HCIIOJIb30BATh CIIOXKHbBIE MTApOJIH,
cocTosmue u3 OyKB v UG U ¢ KOJTUISCTBOM 3HAKOB HE MEHEe §;

7. Jlna conmanbHOM CETH, MOYTHl M APYTUX CAWTOB HEOOXOIMMO HCIIOJIB30BATh Pa3HBIC
napoau. Torjga ecian Te0s B3IOMAIOT, TO 3J0YMBIIUIEHHUKH MOJIy4aT JTOCTYH TOJBKO K OJTHOMY
MECTY, a He BO BCE Cpazy.

JJIeKTPOHHBbIE 1eHbIH

DNEeKTPOHHBIE JEHBI'M - 3TO OYeHb YAOOHBIN Croco0 riaTexed, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT NOJYYUTh 3TU ACHBIH.

DNEeKTPOHHBIE JIEHBI'W TMOSBUJINCH COBCEM HENAaBHO M MMEHHO M3-3a 3TOr0 BO MHOTHX
rocynapcTBax A0 CUX IOp He IPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, TJ€ X Pa3AeisaioT
Ha HECKOJIBKO BUJIOB - aHOHHMHBIE 1 HE aHOHMMHBbIe. Pa3HuIia B ToM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercs MpOBOAUTH oOmepanuu 0e3 uAeHTU(UKAIUKU TOJb30BaTeNd, a B
HEAaHOHMMHBIX UACHTU(UKALIMS TOIH30BATENs SBISIETCS 0053aTENbHOM.

Taxxke crnemyer paznuyarh dJIEKTPOHHBIE (UATHBIE NEHBI'H (PaBHBI TOCYIApCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIC HeUATHBIE JICHBIY (HE PaBHBI TOCYIaPCTBEHHBIM BaTIOTaM).

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe ¢ INEKTPOHHBIMU JCHbIaAMU:

1. ITpuBsoku K c4eTy MOOHIIBHBIN TeneoH. DTo camblii yIOOHBIIM U OBICTpPBIN croco0
BOCCTaHOBUTH JOCTYN K cueTy. [lpuBsi3aHHBIA TenedoH IMOMOXKET, eciu 3alylelb CBOM
TIATEKHBIN Maposb WK 3aiIelllb Ha CAiT ¢ HE3HAKOMOTO YCTPOMCTBA,

2. Ucnonp3yit onHopa3oble mapoin. [Tocie nepexoa Ha yCHIIEHHYIO aBTOpU3aAIUIO Tebe
yKe He Oy/IeT yrposKaTh OMAaCHOCTh KPa)KH WIU TiepexBara IIaTeXHOTO MapoJis;

3. Beibepu cnoxubiii maponb. [IpectymHukam OyneT He MPOCTO yraiaTh CIOMKHBIHA

mapoJib. Hanexxurie apoJjira - 3TO MapoJik, KOTOPLIC COACPIKAT HEC MCHCC 8 3HAKOB 1 BKIIIOYAIOT B



ceOsl CTPOYHBIE U MPOMHUCHBIE OYKBHI, IU(PPHI M HECKOJIKO CHMBOJIOB, TAKUE KaK 3HAK J0JUIapa,
¢byHTa, BOCKIMLATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC JIAHHBIE HA CAMTAaX, KOTOPHIM HE JIOBEPSEIIb.

DJIeKTPOHHAA MOYTA

DneKTpOHHas MOoYTa - 3TO TEXHOJIOTHS U MPEOCTaBISIEMbIE €10 YCIYrd 110 MEPEChUIKE U
MIOJIyYEHHUIO JJIEKTPOHHBIX COOOILIEHUI, KOTOpPbIE pacHpelesiioTcs B KOMIBIOTEPHOH CETH.
OO6b1uHO ANIEKTPOHHBIA ~ TMOYTOBBIM  SIIUK ~ BBITJISLAUT CJIETYIOLIUM obpa3zom:
UMs_TIOJIb30BaTeNs(@UMs_JTOMeHa. Takke Kpome Iepelaud MpOCTOro TEKCTa, HMEeeTcs
BO3MOXHOCTB TiepeiaBaTh (ailsibl.

OcHOBHBIE COBETHI 10 6€30TaCHOM PadOoTe C ANEKTPOHHOMN MOYTOM:

1. Hago BbIOpaTh IpaBUJIbHBIN MMOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIe TOBEPSATH TEM, KOTO 3HACIIb U KTO TIEPBBIA B
pEeNTHHrE;

2. He yka3piBail B nTu4HOI moute juuHyto uHpopmanuio. Hampumep, myumie BbIOpaTh
"My3bIKabHBIN _paHaTt@" win "pok2013" BmecTo "Temal3";

3. Wcnons3yil ABYX3TalHYIO aBTOPHU3AIMIO. DTO KOT/Ia MOMHUMO IMapoJisi HY>KHO BBOJUTH
KO/JI, MPUCHITIaeMbIi 110 SMS;

4. BpiOepu CIIOXHBIM Taposb. JIJIsi KaXXJ0Tro MOYTOBOTO SIIHKA JOJDKEH OBITh CBOM
HAJIC’KHBIM, YCTOMYUBBINA K B3JIOMY NApOJIb;

5. Ecan ecTh BO3MOXHOCTh HaIlMCaTh CaMOMY CBOM JIMUHBIA BOIIPOC, UCIOJB3YH 3Ty
BO3MOYHOCTb;

6. Hcnonb3yili HECKOJIbKO MOYTOBBIX AMMKOB. [lepBBI 11 4aCTHOW NEPENUCKU C
azipecaTaMi, KOTOPBIM Thl JOBepselIb. JTO SIEKTPOHHBIA aJpec HE HAJ0 HCIOJb30BaTh IPH
peructpanuu Ha Gopymax U cairax;

7. He oTkpeiBail Qaiiibl U Apyrue BIOXKEHUS B MHUCbMAaX, JaXe €CIH OHU MPUILINA OT
TBOUX Jpy3ei. Jlydie yrouHu y HUX, OTHPABISUTH JTU OHU TeOe 3TH (aiiibl;

8. [locne oxoHuanusi pabOTH HA TOYTOBOM CEPBHCE MEPe]l 3aKPHITHEM BKJIAIKH C CAUTOM
He 3a0y1bp HakaTh Ha "BeiidT".

Ku0epOyJuIMHT WM BUPTYAJIbHOE H31€BaTeIbCTBO

KubepOynmnuHr - mpecienoBaHHe COOOIICHUSIMH, COJEPXKAIIMMH  OCKOPOJICHHS,
arpeccHio, 3alyruBaHue; XyJIUTAaHCTBO; COIMANIbHOE OOMKOTHPOBAHUE C TMOMOIIBIO PA3IUYHBIX
WHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIIITMHTOM:



1. He Opocaiicst B 6oii. Jlyummii cioco0: mMocoBeTOBaThCS Kak ceOsl BECTH U, €CJIH HET
TOr0, K KOMY MOJKHO OOpaTuUThCS, TO BHauyaje YCHOKOWUTbcA. EcnM Thl HauHeUlb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO e11e O0JIbIIE Pa3oidOKenlb KOH(IIHKT;

2. Ypasisii cBoelt Kubeppenyrauuei;

3. AHOHUMHOCTh B ceTd MHHMMas. CyIlecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTout BecTH XyJIMTaHCKUA 00pa3 BUPTyalbHOU >ku3HU. IHTEpHET (puKcupyeT Bce
TBOM JIEUCTBUSI 1 COXPAHSAET UX. Y IaJUTh UX OyAeT KpailHe 3aTpyTHUTEIHHO;

5. CoOnroait CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. Urnopupyit ennHn4HbIA HeraTuB. OHOPa30Bble OCKOPOUTENbHBIE COOOIICHUS JTyUlIe
urHopupoBaTh. OOBIUHO arpeccust MPEeKpalaeTcsl Ha Ha4aJIbHOUM CTaaNu;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIECHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHUPOBKH OTIIPaBKU COOOIIEHUH C ONPEIENIEHHBIX aJpEeCcoB;

8. Ecmu Tel cBugerens kubOepOymnuHra. TBoum JeHCTBUS: BBICTYNUTh MPOTHUB
npecieaoBaress, Moka3arb €My, 4TO €ro JEWCTBUSI OLIEHHWBAIOTCA HEraTHBHO, IMOJJIEPKaTh
KEpPTBY, KOTOPOH HYKHA IICUXOJIOTMYECKAas IOMOIIb, COOOIIUTh B3pOCIBIM O (hakTe
arpecCUBHOIO IOBEJCHMS B CETH.

MoouibHbIi Tej1e)OH

CoBpeMeHHble CcMapT(OHBI W IUIAHIIETHI COAEpKaT B ce0e BIOJHE B3pOCIbII
(GyHKLIMOHAT, W Telepb OHU MOTYT KOHKYPUPOBaThb CO CTALMOHAPHBIMHM KOMIIBIOTEPAMHU.
OpnHako, CpeACTB 3aIUUTHI Ul OJOOHBIX YCTPOHUCTB MOKa OYeHb MaJlo. TecTUpoBaHUE U MOMCK
yS3BUMOCTEN B HHUX IPOMCXOIUT HE TaK MHTEHCHUBHO, Kak i IIK, To ke camoe kacaercs u
MOOUJIBHBIX MPUIIOKEHUI.

CoBpeMeHHbIe MOOUIIbHBIE Opay3ephl YK€ MPAKTUYECKHU JOTHAJIN HACTOJbHbBIE aHAJIOTH,
OJIHAKO paciiupeHue (yHKLIMOHAjJa BjE€YeT 3a COO0OH OOJBIIYIO CIOKHOCTh U MEHBILIYIO
3aIUIICHHOCTD.

Jlaneko He Bce MPOU3BOJUTENHN BBIIYCKAIOT OOHOBJICHHUS, 3aKPbIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 1151 6€30aCHOCTH MOOHIIBHOTO TenedoHa:

Huuero He sBnsieTcs mo-HacTosmeMy OecruiaTHbIM. byns ocToposkeH, Beip korna Tebe
IpeUIaratoT OeCIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUe - TO TUIATHBIE YCIYTH;

Hymaii, mpexzae yem otnpaButh SMS, ¢orto mmm Bujaeo. Thl TOUHO 3Haellb, I/l€ OHU
OyZAyT B KOHEYHOM UTOTE?

Heo0x011M0 0OHOBIIATE OMEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI 11 MOOMJIBHBIX TeNe()OHOB;



He 3arpyxail npuiioxkeHusi OT HEU3BECTHOTO HMCTOYHHMKA, BEb OHM MOTYT COJIEP>KAThb
BPEIOHOCHOE ITPOrpaMMHOE 00eCIICYeHHE;

ITocne TOro Kak THl BBIJEIIb C caidTa, TJ€ BBOAWI JIMYHYI0O MH(QOpPMALUIO, 3alu B
HacTpoiiku Opay3epa u ynaim cookies;

[lepuoanueckn mpoBepsid, Kakue IUIATHBIE YCIYTM aKTHBUPOBAHBI Ha TBOEM HOMEDE;
JaBail cBoii HOMep MOOWJIBHOrO TeseOHA TOJIBKO JIIOJASM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEpSIEIIb;

Bluetooth momken ObITH BBIKIIOYEH, KOTJa Thl UM HE TOJIb3yelibest. He 3a0piBait nHoT 1A
MPOBEPSTH ITO.

Online urpsi

CoBpeMeHHBIE OHJAMH-UTPBI - OTO KPacOYHbIE, 3aXBaTHIBAIOIIME pPa3BICUCHUS,
00BEIMHSAIONINE COTHHU TBHICSIY YEJIOBEK 10 BceMmy MHpy. TpOKH MCCIEAyIOT JaHHBIA UM MHP,
00IIal0TCs APYT C APYTOM, BBITIOJTHSIOT 3aJaHHS, CPAKAIOTCS C MOHCTPAMHU U TTOJTYYArOT OTIBIT.
3a yJAOBOJILCTBHE OHHU IUIATST: MOKYMAIOT JHUCK, OIUIAYMBAIOT a0OHEMEHT WA TMPHOOPETAroT
KaK{e-TO OIIIHH.

Bce stm cpeactBa uayT Ha NONNEpKAaHME W PA3BUTHE WIPHL, a TAKXKE Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI aBTOPHU3AIMH, BBITYCKAIOTCS HOBBIE MAT4H
(1mudpoBBIC 3aTUTATKH IS POTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B mopo6HBIX Urpax CTOUT OomacaTtbcs HE CTOJIBKO CBOMX COTEPHUKOB, CKOJBKO KpaXkKH
TBOEr0 MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALMU OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 OE€30MaCHOCTU TBOETO UTPOBOTO aKKAayHTa:

1. Ecnu npyroii urpok BeneT cedsl II0X0 WM CO3/1aeT Te0e HEeMPHUITHOCTH, 3a0J0KUpYi
€ro B CIIUCKE UTPOKOB;

2. lloxamyiics aAMMHUCTpATOpaM HWIrPbl Ha IIOXO€ IMOBEACHUE JTOrO0 WIPOKa,
JKeJaTeJIbHO MPUIIOKUTh KAKUE-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3sbiBaii muunyto uHbopMaluio B rpodaiine urpsl;

4. YBaxkail Ipyrux y4acTHUKOB IO UIPE;

5. He yctanaBnuBaii HeouIuanbHbIE TAaTYU U MOJIBI;

6. Ucrnonb3yit CloKHBIE U pa3HbIe Mapoiu;

7. Jaxe BO Bpemsi UTpbl HE CTOMUT OTKJIIOYaTh aHTUBUpYC. [loka Thl urpaemb, TBOU
KOMIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIK KPaKa JUYHbIX JAHHBIX

OObIYHON Kpakell JeHer W JIOKYMEHTOB CErOoJHs YK€ HHUKOTO HE YIUBHUIIL, HO C

Pa3BUTUEM HHTEPHET-TEXHOJOTHMA 3JOYMBIIUICHHUKH T[EPEMECTUIIUCh B HUHTEPHET, U

MIPOJIOIIKAIOT 3aHUMAThCS " TIOOUMBIM" IEJTOM.



Tak mosiBMIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UIIWHT, TJIaBHAs IIeTb
KOTOPOTO COCTOMT B IOJyYCHHU KOH(HICHIMATbHBIX JAaHHBIX I0JIb30BATENCH - JIOTMHOB H
naposieii. Ha anrnmuiickom s3pike phishing unraercs xak ¢ummar (ot fishing - peiOnas jgoBms,
password - mapoJib).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIMHIOM:

1. Cnemm 3a cBoMM akkayHTOM. Ecim Thl mojo3peBaemib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIIUTh AIMUHUCTPATOpPaM pecypca 00 3TOM
KaK MOYHO CKODEe;

2. Ucnonpayii 6e3onacHble BeO-CaliThl, B TOM YHCJE, HHTEPHET-Mara3uHoB U MOUCKOBBIX
CHUCTEM;

3. Ucnonw3yil clioxkHbIE U pa3Hble Maposu. Takum oOpa3om, eciid TeOsl B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKY MOJIy4aT JOCTYI TOJIbKO K OJTHOMY TBOEMY MPOQHIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3OMalu, TO HEOOX0IMMO MPEIyNPEaAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJICHBI Y T€OST B IPY3bSIX, O TOM, YTO T€OsI B3IOMAJIH M, BO3MOXKHO, OT TBOETO UMEHH OyIeT
pacchluIaThCs CIIaM M CCHUIKH Ha (DPUITUHTOBBIC CAMTHI,

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOusHBIM TenedoH;

6. OTKII0YM COXpaHEHHE TapoJs B Opaysepe;

7. He oTkpbiBaii (ailsibl B Ipyrue BIOKCHHS B MHUChbMax, NaXe €CIM OHU TPHIILIA OT
TBOMX Apy3ei. Jlydrie yrouHu y HUX, OTIPABIISIIN JIU OHU TeOe 3TH (Daitibl.
udposasi penyrauust

Hudposas pemyranus - 5T0 HEraTMBHAas WM MO3WTHUBHAs MHQOpMaIMs B ceTU O Tebe.
Kommnpomerupytomas unpopmaius, pa3MelieHHas B UHTEPHETE, MOXKET CEepbhe3HbIM 00pazoM
OTpa3uThCs HA TBOEH peanbHOW ku3HU. "LludpoBas pemyramus" - 3TO TBOM MMHUK, KOTOPBIH
dhopmupyetcs u3 nHGopMaIK 0 TeOe B HHTEPHETE.

TBoe MecTo KUTETHCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJOKEHUE, 0COOCHHOCTH XapakTepa
U pacckasbl 0 OJU3KHX - BCE 9TO HAKAIJIUBACTCS B CETH.

MHorue noJIpoCTKH JIETKOMBICIIEHHO OTHOCATCA K MyONUKAalMK JTUYHOW MH(OpMaLnu B
WuTepHere, HEe MOHMMAas BO3MOXKHBIX MOCIEACTBHM. ThI 1axke HE CMOXKEIb JOraJaThCs O TOM,
yT0 (hoTorpadus, pasmMenieHHas 5 neT Ha3a/l, cTala MPUYMHON 0TKa3a MPUHSTH Te0s Ha paboTy.

Kommenrtapuu, pasmemienue TBoux ¢ororpaduit u japyrue JAeHCTBHSL MOTYT He
MCYE3HYTh Jake MOcJe TOro, Kak Thl HMX yJaldWilb. Thl HE 3Haellb, KTO COXpPaHWUI ITY
nH(pOpMalIKIO, TIONaa U OHAa B MOMCKOBBIE CUCTEMBI M COXpPAHWIACH JIM OHA, a TJIaBHOE: YTO
MOyMAIOT 0 TeOe OKPY)KAIOLIHME JIIOJH, KOTOpble HAWAYT M yBUIAT 3T0. Haiitn mHdpopmarmio
MHOTO JIET CIyCTSI CMOXXET Jr000# - Kak M3 J0OphIX MOOYXAEHUH, TaK U C HaMEpeHHEM

MPUYUHUTB Bpel. DTO MOXKET OBITh KTO YI'OJTHO.



OcHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOH pemyTanuu:

1. Monymaii, mpexe 4eM 4To-TO MyOJIMKOBAaTh M TeEpeAaBarh y ceds B Oiore wiu B
COIIMANILHOM CETH;

2. B nacTpoiikax npoduis ycTaHOBH OTpaHHMYEHUsS] Ha IIPOCMOTP TBOETO MPOPHIIL U €ro
COJIEPKUMOTO, C/IeNIail €ro TOJIbKO "1ist apy3eit";

3. He pa3memnraii 1 He yka3biBail HHPOPMAIHIO, KOTOPAsk MOXET KOTO-JHOO OCKOPOJISTH
WJTH OOMIKATB.

ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJbHUKU - AaKTHBHBIE II0JIb30BaTENIM LU(POBOrO MPOCTPAHCTBA.
OpHako najeko He BCE 3HAIOT, YTO MOJb30BAaHME MHOTUMH BO3MOXKHOCTSIMU LU(POBOro MHpa
TpeOyeT coOIIt0/IeHHUs TIPaB HAa UHTEIJIEKTYalbHYI0 COOCTBEHHOCTD.

TepmMuH "uWHTEMIEKTyalbHasi COOCTBEHHOCTH' OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOro yMa, HauKWHas ¢ HOBBIX M300peTeHHI M 3HAKOB, 0003HAYAIOUIUX COOCTBEHHOCTD
Ha TMPOAYKTHl M YCIYyrdM, W 3aKaHuuBasg KHUTaMH, ¢ororpadusiMu, KUHODUIBMAMHU U
MY3bIKJIIbHBIMU IPOU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa HA WHTEIJIEKTYaJbHYI0 COOCTBEHHOCTh Ha NMPOU3BEACHUS
HayKH, JIUTEPATypbl U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYNAIOT B KAYECTBE TapaHTUU TOTO, YTO
MHTEJUJIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa HE OyAeT HAmpacHbIM, JAacT €My CIpaBeIJIMBbHIE
BO3MOXHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYyYUTh U3BECTHOCTh U MpU3HAHHUE.
Huxkro 6e3 pa3pernienus aBTopa He MOKET BOCIPOU3BOAUTD €r0 IPOU3BEICHUE, PACIIPOCTPAHSTH,
nyOJIMYHO JEMOHCTPUPOBATH, MpPOJaBaTb, WMIIOPTUPOBATH, MYCKaTh B MPOKAT, MyOIMYHO
UCIIOJIHATH, OKA3bIBATh/UCIIONHATD B 3(upe Ui pazmenaTtsh B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 00SCIIEYCHHUST MOKET IIPUBECTH K MHOTUM
pUCKaM: OT NOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJOKHpPOBKHM TBOETO YCTPOWCTBA, TJie
yCTaHOBJICHA HellerayibHas rnporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYLIECTBYIOT JerajibHbIe
1 OecriIaTHbIe TPOTPaMMBbI, KOTOPHIE MOKHO HAMTH B CETH.

O noprane

CereBu4ok.p - TBOW TNIaBHBII COBETYMK B CETH. 3Je€Chb Thl MOXKEIIb Yy3HAThb O
0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPH BO3HUKHOBEHUHM KPUTUYECKOMH
CUTyallul OOpaTUTHCS 3a COBETOM. A TaKkKe MPUHATh Y4acTHEe B KOHKypcaX M CTaTh CaMbIM

U (POBBIM TpakIaHUHOM!



HHCTPYKIUS JJISI OBYUAIOIIUXCSI Ob HHOOPMAIIMOHHOMN
BE3OITIACHOCTH

HEJIb35

1. BeceM moapsi cooOmath CBOO YacTHYIO HH(POpPMAIUIO (HACTOSIIUE UMs, (GaMIIIHIO,
TenedoH, aapec, HOMEp LIKOJIBL, a Takke (poTorpadguu CBOM, CBOCH CEMbU U PY3€ii);

2. OTKpbIBaTh BJIOKEHHBIE (pailyibl 37IEKTPOHHOM MOYTHI, KOI'/1a HE 3HACIIb OTIIPABUTENS;

3. I'pyOuTs, mpuanpaThcs, OKa3bIBaTh JaBIICHHUE - BECTU Ce0sl HEBEKIIMBO M arpECCUBHO;

4. He pacnopsikaiics neHbramMM TBOEH ceMbU 0O€3 pa3pelleHMs] CTaplliuX - BCerja
CIIpalIMBai poJIUTEIIEH;

5. He Bctpeuwaiica ¢ HHTEpHET-3HAKOMBIMH B DPEATBHOW JKHU3HM - TIOCOBETYMCS CO
B3POCJIBIM, KOTOPOMY JI0BEpSEIIb.
OCTOPOXHO

1. He Bce mumyt npaBay. Yuraeus o cebe Hempaay B MHTepHeTe - coobuu 06 3ToM
CBOUM POJUTENSIM WU OTIEKYHaM;

2. IlpurnamaroT nepenuchiBaThCs, UrpaTh, 0OMEHUBATHCS - IPOBEPD, HET JIM MOJIBOXA;

3. He3akonHoe konupoBaHue ¢aitioB B IHTEpHETE - BOPOBCTBO;

4. Beeraa paccka3biBaidl B3pOCIbIM O TTpo0ieMax B CETH - OHU BCETa IIOMOTYT;

5. HWcnosb3yii HACTpOWKH OE€30MAaCHOCTH W NPHBATHOCTH, YTOOBI HE TMOTEPSITH CBOU
AKKayHTBI B COLICETSAX U APYTUX MOpTajiax.
MOXHO

1. YBaxaii 1pyrux nojp30BaTeseH;

2. [lonw3yenibest UHTEpHET-UCTOYHUKOM - JIeJIail CChUIKY Ha HETO;

3. OTKpbIBail TOJIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O6maThCs 32 MOMOIIBIO B3POCIBIM - POIUTENH, ONEKYHbl U aAMHUHUCTpAILMs CaliTOB
BCerja IOMOryT;

5. Ilpoiimu oOyuenue Ha caite "CereBHMUOK" W TONYy4YH MAacnopT IUGPOBOTO

rpaxjaaHuHa!



